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Abstract  
 
An “EMR error” refers to any incorrect, incomplete, or inconsistent patient information entered into 
electronic medical records (EMRs). Currently, the administering clinicians “manually” resolve such errors. 
Designing automated error control algorithms is a significant, and yet under-explored, informatics 
problem. In this study, we assess the EMR error detection abilities of physicians, reveal their strategies, 
and draw implications for computational algorithm design. Focusing on gynecologic practice, we 
conducted an error simulation study by fabricating several “erroneous” patient visit notes. We presented 
these notes to 20 experienced gynecologists, and asked them to detect any errors. Despite devoting 
substantial time, the participants could detect <50% of the introduced errors. Nevertheless, the successful 
cases helped reveal the 5 kinds of automatable “triggers” that helped participants sense an error 
candidate. The participants were able to recognize these triggers because of their comprehensive 
gynecologic knowledge accumulated through experience and medical school training.  
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Motivation 
 
  Electronic medical records (EMRs) have revolutionized the accessibility, legibility, and decisive 
ability of patient health information. However, the unusable EMR interfaces, situated within a demanding 
clinical environment, make the process of data-entry very error-prone. Quite often, clinicians inadvertently 
make mistakes while documenting patient visits and diagnosis information, and thereby commit “EMR 
errors,” which include incomplete, inaccurate, or inconsistent information (Brown & Patterson, 2001; 
Phillips & Gong, 2009). EMR errors are expensive; not only do they lead to poor data quality, but also 
they have the potential to cause unsafe quality of care, and to hold the physicians liable for medical 
malpractice (Classen, Pestotnik, Evans, Lloyd, & Burke, 1997; Fichman, Kohli, & Krishnan, 2011). Given 
the gravity of the problem, informatics research should actively engage in developing computational error 
control algorithms to alert the physicians in real time, and minimize further medical errors (Redwood, 
Rajakumar, Hodson, & Coleman, 2011). Since the EMR errors are largely underexplored, it is important  
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to follow an “inside-out” approach to develop algorithms, i.e., to (i) first understand the existing error 
control mechanisms, and (ii) then design the algorithms according to the observed limitations, and 
opportunities. Given the limited error control functionality provided by the existing vendor-designed EMRs, 
clinicians resort to certain “manual” techniques to review, detect, and resolve the errors (Phillips & Gong, 
2009). In this study, we take the first step toward algorithm development, and systematically investigate 
the manual error control practices. We assess the abilities of physicians to detect a variety of EMR errors, 
elucidate their strategies, and accordingly, derive implications for algorithm design. 
To understand the existing error control practices, we conducted error simulation and user study 
on the physicians who are responsible for electronically documenting a wide range of patient problems 
and visit information. We selected the extremely vital medical field of gynecology because one of the key 
investigators of the study worked as a data scientist in a women’s health research team affiliated with the 
College of Medicine at Drexel University. As a result, the team had a close interactions with the 
gynecologic physicians who document a variety of information pertaining to yeast infections, bacterial 
vaginitis, menstrual cycle issues, pre-natal and post-natal complaints, regular gynecologic examination, 
etc.  In the future, we plan to conduct similar studies in other medical areas to validate the findings of this 
gynecology-specific study. 
  We conducted the study in context of outpatient clinics wherein clinicians document the patient 
visits into the EMRs in an on-the-spot “narrative” manner. The documentation occurs under extreme time 
constraints, and hence such an unstructured documentation was conducive to a variety of data errors 
(George & Bernstein, 2009). To simulate the clinic environment, we fabricated 7 gynecologic visit 
scenarios, and developed the corresponding EMR patient visit notes; one such note is shown in the 
Figure 1. To simulate the error-prone nature of data-entry, we purposefully introduced 97 errors of 5 
different kinds into the notes. We conducted a user study individually with 20 gynecologic physicians 
having extensive experience with EMR visit documentation. The participants were presented with the 
flawed notes, and were asked to identify any data errors. The error detection step was followed up with a 
debriefing discussion to reveal the error detection and resolution strategies adopted by the participants.   
We find that the participants could detect only 49% of the inaccuracy and inconsistency errors 
from the notes, and only 36% of the omission errors from the notes. This clearly indicates the need for 
developing automated algorithms that not only save time, but also provide a more effective error control 
solution. While the task performance of participants was very limited, we find that the strategies adopted 
by the participants are very important in developing guidelines for designing computational algorithms. 
The debriefing discussion suggests that there are certain data triggers that naturally prompt participants 
to sense a potential error. In our user study with gynecologic narrative notes, the participants relied on 
five kinds of error detection triggers: detection of abnormal examination results; recall of generic clinical 
guidelines; detection of abnormal history events; observation of discrepant information; and identification 
of broken information links. While decoding their strategies, we find that participants not only have the 
natural language processing (NLP) abilities, but also an immense amount of intuitive domain knowledge 
accumulated through experience and medical school training. To simulate such behavior, in addition to 
sophisticated NLP techniques, the algorithms should incorporate a wide range of federally
1
 established 
free resources for clinical guidelines, controlled vocabularies, drugs, diseases, drug indications, 
gynecologic best practices, drug interactions, etc. We briefly provide the linkages between the triggers, 
and the relevant trustworthy knowledge sources. The key contribution of this study is that, as a pre-step 
to design EMR error control algorithms, we explore an untapped knowledge source, i.e., the physicians, 
and learn algorithm design lessons from their abilities and behaviors. We plan to use the results of this 
study in implementing customized algorithms for the narrative EMR data specific to gynecologic patients.  
The remainder of the paper is organized in the following manner. We first provide a background 
on patient visit notes and the typical errors associated with them. We then describe the results of the user 
study conducted with the gynecologic physicians, discuss the related literature, and conclude the paper.  
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Figure 1. A (fabricated) visit note highlighting different kinds of errors 
 
 
EMR Visit Notes and Data-entry Errors 
 
In a typical outpatient clinic, the affiliated physicians administer several patient visits on a daily 
basis. For each visit, the associated provider is solely responsible for documenting complete visit 
information into the EMRs. Despite the provision to enter structured information into EMRs, providers find 
it far more efficient to enter impromptu narrative notes during patient visits (Doğan et al., 2010). Such a 
“patient visit note” should ideally record complete information associated with the visit; e.g., a typical 
gynecologic note is organized into the following 19 “sections” in that order: (1) Reason for Visit, (2) Chief 
Complaint, (3) History of Present Illness (HPI), (4) Allergies, 5) Current Medicines, (6) Active Problems, 
(7) Past Medical History (PMH), (8) Past Surgical History (PSH),  (9) Family History, (10) Personal or 
Social History, (11) Gynecologic History, (12) Obstetric History, (13) Review of Systems, (14) Vital Signs, 
(15) Physical Examination (PE), (16) Assessment, (17) Tests, (18) Plan, and (19) Orders.  Figure 1 shows 
a gynecologic note for a fabricated annual patient visit.  
Although such notes capture rich information about a visit, their free-text nature, combined with 
the demanding clinical settings, often causes the administering clinician to commit errors. For instance, 
some of the errors in the above note are: (i) the physical examination section is not detailed enough, (ii) it 
is not specified who in the patient’s family had been diagnosed with hypertension and diabetes, and (iii) 5 
out of the 19 sections are missing from the note. While appearing naïve and harmless, such entry-level 
errors often advance into more serious forms such as medication and prescription errors (J. C. Pham et 
al., 2012; Wetterneck et al., 2011). From the context of these narrative sectioned visit notes, we classify 
the entry-level errors into 5 broad categories: (a) inconsistent information, wherein the information 
presented between any two or more sections is contradictory to each other; (b) incorrect information, 
wherein the information is incorrect with respect to the scenario presented in the note, and to the clinical 
guidelines; (c) incomplete information, wherein certain essential information is omitted form the note; (d) 
missing section, wherein an entire required section is missing from the note; (e) miscellaneous errors, 
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such as placement of information into an inappropriate section, or usage of an un-established acronym
2
 in 
the note. An example of each type of error is highlighted in the Figure 1 and is elaborated in the Table 1.   
 
Table 1  
The 5 Kinds of EMR Errors 
 
 Kinds of Errors Error Examples 
a. Inconsistent 
Information 
The reason for visit conflicts with the active problem list 
b. Incorrect 
Information 
The prescribed dosage for prenatal vitamins is 1 capsule (instead 
of 2 capsules) daily. 
c. Incomplete 
Information 
BMI suggests that the patient is obese, and yet the corresponding 
diagnosis and plan are omitted from the note 
d. Missing Section Certain sections, like chief complaints, personal history, tests, etc. 
are missing from the note 
e. Miscellaneous  “supervision of normal first pregnancy” is placed in an inappropriate 
section 
 
It should be noted that all the errors described above can be perceived by carefully reviewing the 
note, some other kinds of errors such as, the patient forgetting to mention about an active medication, are 
beyond the scope of this work. In this study, we investigate whether physicians can detect the 
aforementioned 5 kinds of errors from patient visit notes. In addition, we reveal their strategies, and derive 
implications for algorithm design. 
 
The Study with Gynecologic Physicians 
 
The objective of this research is to study the manual error control practices among physicians. 
Through this study, we anticipate to learn from the physicians, and accordingly design computational 
error detection algorithms.  To accomplish this, we conducted a user study with 20 gynecologic 
physicians, and presented them with several erroneous notes belonging to different hypothetical patients. 
The participants were asked to carefully audit the notes, and detect the errors. Each session with a 
participant was followed up with an open-ended debriefing interview. As a result of this study, we 
accomplished the following goals: (i) assess the participants’ ability to detect and resolve errors, (ii) 
explicate their intuitive strategies, and (iii) infer guidelines for algorithm design.  
 
User Study Design 
 
 We recruited 20 gynecologic physicians (11 females, 9 males) working with the Department of 
Obstetrics and Gynecology in the Drexel University College of Medicine. Each participant had extensive 
documentation experience with the Allscripts
3
 EMR deployed into various affiliated clinics. The experience 
distribution of participants is shown in the Figure 2. Since EMRs were introduced to the facilities in 2008, 
the participants had at most 4 years of experience until the commencement of this study.  
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Figure 2. EMR Documentation Experience 
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Figure 3. Description of Introduced Errors 
 
For the conduction of this study, we fabricated 7 visit notes belonging to different hypothetical 
gynecologic patients, and introduced several errors in each note. These erroneous notes were designed 
after discussion with the clinical investigators of this study, which had more than 20 years of experience 
with patient visit documentation. Though each introduced error is absolutely fabricated, it is largely 
inspired by real-world clinical documentation malpractices. The introduced errors comprise our “gold 
standard” list to be used for evaluation. We introduced a large number (total: 97) of errors in order to 
increase the odds of errors being detected by the participants, and thereby to increase the odds of 
learning about the manual strategies. Figure 3 shows the error distribution; as apparent, we introduced a 
large number of missing section (54) and incomplete information (25) errors because missing information 
is much more prevalent than other kinds of errors in practice (Botsis, Hartvigsen, Chen, & Weng, 2010; 
George & Bernstein, 2009; Smith, Banner, Lozano, Olney, & Friedman, 2009).  
The study was conducted individually with each participant. During a typical session, the investigator 
had an in-person meeting with the participant; the participant was briefly introduced to the study, and was 
demonstrated some examples form the various kinds of errors. Each session was divided into two stages:  
 
I. Analysis Stage: During this stage, the participant was presented with the paper prototypes of the 
patient notes. For each note, the participant was asked to carefully study the note, detect any 
data error(s), and document/annotate them on the same sheet of paper. In order not to 
overwhelm the participants, we did not ask them to categorize the errors.  
II. De-briefing Stage: During this stage, the participant was asked of certain follow-up questions 
regarding the detected errors, e.g., what makes you conclude that certain data are erroneous? 
what in your medical training allowed you to detect this error? what measures would you take to 
resolve a certain error? why do you think these errors occur? The responses were transcribed for 
further analysis, and were synthesized to reveal their personal strategies and thought processes.  
 
Throughout the sessions, we did not impose any time restrictions, and facilitated the participants to 
perform in an uninhibited manner.  
 
Results and Findings 
 
 The Note Analysis Stage. During the analysis stage, each participant spent, on an average, 
32.6 minutes to review the 7 visit notes, and detect the embedded errors. Interestingly, each detected 
error could be mapped to an item from the gold standard list of errors, leading to a perfect error precision 
by each participant.  This finding stands in contrast to the existing EMR alert systems that often report 
false positives. To assess the participants’ detective abilities, we compute the error recall, which is the 
proportion of the errors detected by the participants with respect to the gold standard list of errors.  To 
organize the results, we categorize the 5 kinds of errors into two bins based on the extent of physician 
liability: (i) hi-liability errors: This bin includes the errors that potentially affect the quality of patient care, 
and hence lead to higher liability to the concerned physician. This includes the incorrect and inconsistent 
information errors; (ii) mod-liability errors: This bin includes the errors that potentially affect the quality of 
data, and hence are relatively lower liability catalysts. This includes missing sections, missing information, 
and miscellaneous errors. It should be noted that the classification of an error kind into hi-liability and 
mod-liability is not absolute, and would ideally depend on the entire medical history of the patient. The 
graph in the Figure 4 shows the error recall performance (y-axis) of the participants (x-axis). On an 
average, the hi-liability and the mod-liability performances are 0.49 and 0.36, respectively. Based on the 
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within subject t-test, there is a statistically significant (p<=0.05) difference between the performances of 
the participants for the two categories of errors.  
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Figure 4. Error Recall Performance 
 
We also measure the association of the task performance with the task duration, and the number 
of years of experience. The Pearson correlation coefficients are shown in the Table 2; these correlations 
are not statistically significant at the 0.05 level. Nonetheless, the best error recall performance (70%) was 
delivered by participant P5, who had 4 years of experience, and who spent 53 minutes auditing the notes. 
The lowest recall (17%) was achieved by participant P10, who had 1 year of experience, and who only 
spent 19 minutes analyzing the notes.  
 
Table 2  
Correlation: Performance and Time/Experience 
 Time 
spent  
Experience 
Hi-liability 0.29 0.43 
Mod-liability 0.1 0.19 
 
The Debriefing Stage. The debriefing session lasted for an average 13.3 minutes per participant. 
During this stage, we encouraged the participants to think aloud about the errors and the adopted 
detection strategies. The results for this stage are also based on our observations during the analysis 
stage. All the participants were very confident of their performances during the note analysis stage, and 
were very vocal about their experiences. We discussed and attempted to uncover their abilities and 
strategies. In particular, we were interested in the provenance of detective abilities, the triggers that 
caused them to “sense” (Aron, Dutta, Janakiraman, & Pathak, 2011) the errors (See Table 3), and their 
opinions on the causes of EMR errors. 
 How do you gain the ability to detect errors? Upon being asked about the provenance of their 
abilities, 6 participants attributed to the field experience of writing EMR notes in clinical settings; 4 
attributed to their training in the medical school; 5 clearly mentioned that while the mod-liability errors can 
be detected by someone fresh out of medical school, the hi-liability errors could only be detected by 
someone who has extensive experience with on-the-spot clinical documentation. The remaining 5 
participants attributed the origin of their abilities to both academic training and field experience.  
 What are the triggers for detecting mod-liability errors?  In context of the missing section errors, 
the participants unanimously mentioned that the format of a note is wired into their brains, and hence it is 
very easy for them to spot any missing sections. For example, the first note element a physician looks at 
is the chief complaint section, and it is easy to identify if this section is missing. 
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Identifying incomplete or omitted information, however, requires more attentive analysis of the note. 
We observed two different kinds of triggers that prompted the participants to detect such errors.   
 
 Detection of abnormal history events: Participants could detect the incomplete information errors if a 
partially written abnormal history event caught their attention. For instance, the note in the Figure 1 
shows a history of abnormal pap smear in the gynecologic history section; however, to completely 
qualify this event, more information, e.g., the diagnosis date, should be documented. As another 
example, the same note demonstrates a history of hypertension in the family history section, but does 
not state which family member suffered from hypertension.  
 General Information Recall: The participants were able to detect omitted information when they could 
recall some general and mandatory checks associated with annual visits, e.g., the Centers for 
Disease Control and Prevention
4
 stipulate that HIV screening should be offered on an yearly basis, 
and if the participant recalled this information, he/she could verify whether HIV screening was present 
in at least one of the sections.  
 
What are the triggers for detecting hi-liability errors?  With regard to the high-liability errors, we observed 
the following triggers that led the participants to detect the incorrect and inconsistent information.  
 
a. Observation of discrepant information between two sections: Certain errors could be detected as 
soon as the participants noticed a clear mismatch between the same kinds of information from 
different sections. For instance, in one of the notes, the strength of the drug “Diflucan” is mentioned 
as 200mg in the Plan section, and the strength of the drug “Fluconazole” is mentioned as 20mg in the 
Orders section. Both the sections refer to the same drug because Diflucan is a market brand name 
for the ingredient Fluconazole. The strength information in the Orders section is incorrect because the 
tablet form of this drug only comes in 150 or 200mg strength. In our user study, only 5 participants 
detected and resolved this error, 1 participant identified the error but couldn’t resolve, and the rest 
either couldn’t figure out the link between the two drugs, or simply missed out due to lack of attention.  
b. Detection of abnormal results: Certain errors could be detected as soon as the participants could 
detect some abnormal, and yet unaccounted for, numerical results. For instance, in one of the notes, 
the blood pressure of the patient was “150/80” that suggests systolic stage 1 hypertension and 
diastolic borderline prehypertension, and yet this abnormal result was not alerted in the note. In our 
user study, 4 participants highlighted this error and believed that the corresponding plan and 
assessment should be created; and 3 participants detected the error but weren’t sure if it was a typing 
error, or an omission error by the physician.  
c. Identification of broken information links: In a high-quality note, there is a story-like logical flow from 
across sections, e.g., the reason for visit is investigated in the physical examination section, and the 
results of the examination are diagnosed in the assessment section, and the appropriate 
recommendation is documented in the plan section. Certain errors were detected once any “broken 
information link” across multiple sections was observed. For example, in the note in the Figure 5, the 
results of the wet mount, described in the physical examination section, suggest that the patient has 
yeast infections and bacterial vaginitis.  Although this information is acknowledged in the plan section, 
it is omitted from the assessment section. The assessment is rather mentioned as trichomoniasis 
even though there is no corresponding indication in the results. In our user study, 8 participants were 
confident that trichomoniasis has been accidentally written in lieu of bacterial vaginitis, 5 participants 
were confused whether the information in physical exam is incorrect, or the assessment has been 
entered incorrectly.   
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Figure 5. A (portion of) visit note demonstrating broken information links 
  
Why do the errors occur? The participants also presented their views on the causes of errors. A 
majority (17 participants) commented that physicians are primarily responsible for the errors, and that 
they should improve their documentation behavior. The participants offered the following reasons and 
suggestions: (i) since most providers write for themselves, they make a lot of assumptions, leading to a 
poor quality note. On the other hand, the physicians who share patients, such as residents in training, 
write higher quality notes, (ii) clinicians should ask more questions of the patient to ensure complete 
information, and (iii) whenever possible, clinicians should write in a list format instead of a narrative 
format, since lists are more likely to get correctly audited. 
Only 5 participants attributed the errors to system design: (i) the Allscripts EMR propagates all the active 
problems through previous visits, creating a lot of inconsistent and obsolete information, (ii) the clinicians 
tend to write free-text notes because the structured interface is not user-friendly.  
 
Implications for Error Control Algorithm Design 
 
The error recall performance suggests that despite their expertise and experience, participants 
could not detect more than 50% of the errors. Only 3 participants identified more than 55% of the errors, 
and the performances for at least 5 participants was below 30%. These results clearly indicate that the 
existing manual strategies for error control are not foolproof, and it is imperative to replace them with 
effective computational algorithms. The participants delivered statistically better performance for the hi-
liability errors than the mod-liability errors. This further underlines the significance of learning from their 
expert abilities to minimize potential physician liability.  None of the computed correlations between 
performance and experience/time were significant. So, we cannot draw any clear conclusion regarding 
learning-based error control algorithms.   
Although the participants’ quantitative performance is not impressive, the results of the debriefing 
stage teach us important lessons on algorithm design. The results on the provenance of abilities suggest 
that the future algorithms should incorporate domain knowledge from a wide range of sources, and also 
be able to learn and infer from the contextual information in the EMR data. More importantly, the analysis 
of the triggers for error detection and the associated strategies provided us with some concrete 
implications on gynecologic error detection algorithms.  
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Table 3  
Error Detection Trigger Categories and the Algorithm Design Implications 
 
Trigger 
Category 
Associated 
Note 
Sections 
Examples Algorithm Design Guidelines 
General 
Information 
Recall 
Physical 
Examination, 
Plan 
If it is an annual visit, then all 
19 sections should be present 
in the note.  
If it is an annual visit, then HIV 
screening should be performed 
and documented in the 
Physical Examination section. 
If the patient is over 60 years of 
age, then a health monitoring 
plan should be created and 
specified in the Plan section  
Computational Technique: Basic if-then 
rules, extraction of key information such as 
age, visit type, etc. 
Knowledge Sources: Clinical guidelines  
 Centers for Disease Control and 
Prevention 
 American Congress of Obstetricians 
and Gynecologists 
 
Detection of 
Abnormal 
Results 
Physical 
Examination, 
Vital Signs, 
Review of 
Systems, 
Plan 
Any any abnormal body mass 
index should be alerted in the 
Plan and Assessment sections.  
Any abnormal blood pressure 
should be alerted in the Plan 
and Assessment sections. 
Computational Technique: Basic if-then 
rules, automatic extraction of examination 
results.  
Knowledge Sources:  
 Davis’s Laboratory and Diagnostic Tests 
 Agency for Healthcare Policy and 
Research 
 Archimedes 360 Medical Calculator 
Detection of 
abnormal 
history event 
 
History of 
Present 
Illness, 
Current 
Medicines, 
Past Medical 
History, Past 
Surgical 
History,  
Family 
History, 
Personal or 
Social 
History, 
Gynecologic 
History, 
Obstetric 
History 
If an abnormal pap smear was 
observed, then the diagnosis 
date should be noted.  
For observation of white 
discharge, the duration and the 
odor should be specified.  
If herpes is noted as part of the 
gynecologic history, then the 
diagnosis date and the 
frequency of outbreaks should 
be specified.  
For the family history of breast 
cancer, the relationship of the 
family member should be 
specified.  
For the social history of 
smoking, the duration and 
frequency should be specified, 
and an appropriate counseling 
should be specified in the Plan 
section.  
For any current medications, 
the dosage, frequency, and 
administration route should be 
specified.  
Computational Technique: Advanced if-then 
rules, extraction of abnormal events and 
their attributes from relevant sections, 
extraction of medications and their 
attributes. 
Knowledge Sources: the 5Ws of information 
gathering basics, Conceptual model for 
drugs, disease conditions, and habits.  
 UMLS RxNorm 
 DailyMed: Current Medication 
Information 
 MedlinePlus: Trusted Health Information 
for You  
 
Observation 
of discrepant 
information 
between two 
sections 
All drug-
related 
sections, 
Reason for 
Visit, Active 
Problem List 
The reason for visit should be 
consistent with the active 
problem list.  
The information on the same 
drugs should match across 
different sections, e.g., plan 
and orders 
Different drugs should be 
Computational Technique: Comparison of 
problems, and medications across sections, 
Drug and Disease recognition 
Knowledge Sources: Controlled vocabulary 
for describing problems and drugs, linkages 
between drug ingredients, and brand names 
(Li, Khare, & Lu, 2012), drug-drug 
interactions.  
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compared to verify any 
possible adverse interaction, 
e.g., in the Figure 5, Lithium (in 
Current Medications) and 
Metronizadole (in Plan), are 
pharmacologically 
incompatible. In our user study, 
only 5 participants detected this 
error.  
 DrugBank: Open Data Drug and Drug 
Target Database 
 Unified Medical Language System 
 FDA National Drug Code Directory 
 Classification of Diseases, Functioning, 
and Disability 
 RxDrugs 
 Davis’s Drug Guide 
Identification 
of broken 
links across 
multiple 
sections  
Physical 
Examination, 
Assessment, 
Plan, 
Reason for 
Visit, Orders 
Each abnormal result from 
Physical Examination, should 
be linked to a corresponding 
diagnosis in the Assessment 
section 
Each diagnosis item should 
have a corresponding item in 
the Plan section 
Each Plan item should 
optionally have at least 
corresponding order in the 
Order section.  
Computational Techniques: Extraction of 
results, diagnosis, plan, order information, 
linking items from different sections, and 
discovering the missing links.  
Knowledge Sources: drug indication (Névéol 
& Lu, 2010), prescriptions, physical 
examination resources.  
 SIDER 2: Side Effect Resource  
 Health Assessment Through the Life 
Span 
 Outlines in Clinical Medicine 
 DailyMed: Current Medication 
Information 
 National Drug File – Reference 
Terminology Source Information 
 
The implications for algorithm design are summarized in the last column of the Table 3. The key 
step in algorithm design is to be able to programmatically fire the triggers that allowed participants to 
detect the errors.  This requires a combination of computational NLP techniques, and a wide range of 
medical knowledge resources. For each trigger, some suggested computational techniques, and certain 
specific authenticated knowledge sources are provided in the table. While a plethora of NLP techniques 
have been proposed earlier, the use of existing knowledge sources to simulate physicians’ knowledge is 
still limited and under-explored. In the future, we intend to systematically use these findings, and build 
algorithms for each trigger, while integrating the relevant knowledge sources.  
 
Study Limitations  
 
The biggest limitation of this study is the demanding schedule of our participants. Besides seeing 
patients, clinicians engage in research, conduct clinical trials, and serve on multiple committees.  Thus, 
the participants could only devote very limited time to this study. Therefore, the set of derived implications 
are by no means complete. Also, the study has an inherent bias; while the participants knew in advance 
that the notes contain errors, in reality, such assumptions are not made while reviewing the EMRs. In 
addition, the frequency of errors (average 13) introduced in each note is not based on any empirical 
evidence due to the lack of related work. There is a possibility that some participants assumed the notes 
to contain fewer errors, and terminated their analysis upon finding certain number of errors.  
 
Related Literature 
 
There has been a considerable interest in medical errors in the past; medical errors occur due to 
a variety of reasons (Wagner & Hogan, 1995) including, un-captured handwritten changes made in the 
paper chart, electronic data-entry errors, patient-initiated changes in medications, changes made by 
external clinicians, etc.  There has been a substantial literature discussion on the kinds of medical errors. 
There are two ways of perceiving medical errors: at the inception, and at the conclusion. The latter 
category includes duplicate order entry, pharmaceutical, adverse events, and medication errors (J. C. 
Pham et al., 2012; Wetterneck et al., 2011). In this work, we are interested in the errors at their inception, 
i.e., at the patient record entry level.  At this level, several classification schemes are possible. Wagner et 
al. (Wagner & Hogan, 1995) describe two kinds of clinical errors, incompleteness, i.e., missing 
observations, and incorrectness, i.e., inaccuracy in recording information. Aron et al. (Aron et al., 2011) 
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classify the errors as procedural errors, which are not justifiable under any circumstances, and 
interpretive errors, which are qualified based on circumstances and other contextual information. 
Redwood et al. (Redwood et al., 2011) classify errors based on user intentions as unintended errors, e.g., 
accidentally typing 100 instead of 10, and unanticipated errors that occur when a user deliberately 
deviates from standard clinical guidelines. Botsis et al. (Botsis et al., 2010) classify errors as incomplete, 
inconsistent, and inaccurate, in the context of clinical narrative text.  In this work, we build upon the 
existing taxonomy, and focus on a specific EMR artifact, the patient visit note. We do not take into 
account the user intention, and only focus on error as it appears on the document. We classify errors into 
5 categories: inconsistent information, incomplete information, omitted information, missing sections, and 
miscellaneous errors.  
While data entry errors are very prevalent, the existing EMR systems are very limited in catching 
the errors and alerting the users. The EMRs usually provide error control for structured data. For instance, 
the Allscripts EMR provides warnings on drug-drug interaction, allergies, and duplicate orders. However, 
the number of warnings is so high, and their relevance is so low that this often causes confusion and 
possibilities of more errors (Goldberg, Shubina, Niemierko, & Turchin, 2010).  Also, the list of diseases to 
choose from is too lengthy, e.g., a filtered search on “diabetes” shows a list of 150 options.  
There are few existing works that focus on designing algorithms for minimizing and controlling the 
clinical errors. Wilderman et al. (Wildeman et al., 2011) develop algorithms to minimize errors in clinical 
trial databases. The algorithm relies on validation rules, warning messages, range checks, and 
mandatory field checks to minimize errors on the data entry forms.  Mitchel et al. (Mitchel et al., 2011) 
develop error control mechanism for electronic data capture system wherein only critical error-prone fields 
are targeted, and the validation rules are designed accordingly. As opposed to targeting the research 
databases as the previous two works, Goldberg et al. (Goldberg et al., 2010) target the EMRs, and design 
algorithms for detecting errors in the quantitative patient weight information. They develop two versions of 
algorithm: one that detects errors in real-time, and the other that works in a retrospective manner. To 
detect the possible outliers, and hence the erroneous entries, they use a combination of statistical 
techniques such as threshold analysis, change threshold analysis, difference from mean, etc. They 
evaluate the algorithm on 186 weight entries from real EMRs, and find that the real-time version is 81% 
accurate, and the retrospective version is 96% accurate as compared to expert judgment. 
There are several limitations of the existing algorithms. First, they are designed for structured 
clinical data, and are hence inapplicable to a large amount of EMR data, which are narrative in nature. 
Second, they are largely based on the detection of abnormal results trigger adopted by physicians.  
However, the remaining 4 triggers (See Table 3) that we derived from our study are not yet incorporated. 
This makes the existing algorithms largely incomplete and incompetent for catching different kinds of data 
errors. Finally, these algorithms do not consider using any established medical knowledge resources, and 
are hence are less likely to simulate the abilities of the knowledgeable physicians.  
In this study, we do not necessarily propose a complete error control algorithm, but we investigate 
the manual strategies adopted by expert physicians to detect and resolve errors, and learn several 
lessons on effective algorithm design. We focus on the gynecologic field of medicine, and understand the 
nature of errors associated with a specific EMR document, the patient visit note.  We conduct a user 
study with the gynecologic physicians who have substantial experience with note documentation. We 
identify the specific triggers for error detection, the associated computational strategies, and the 
trustworthy knowledge sources to be incorporated in the future error control algorithms.   
 
Conclusions 
 
In the United States, medical errors kill more people than highway accidents every year (Kohn, 
Corrigan, & Donaldson, 1999). Although federally funded EMRs have been installed in several major 
hospital and clinic facilities, there is no evidence of decline in medical errors. In fact, EMRs themselves 
lead to a new family of errors, the “EMR errors” (Phillips & Gong, 2009; Thyvalikakath et al., 2012). Our 
ultimate goal is to design sophisticated computational algorithms to alert the physicians about the EMR 
errors in a real-time fashion.  
In this paper, we have taken the first step to algorithm design, and have explored an untapped 
knowledge resource, i.e., the physicians. We have explored their abilities to detect EMR data errors, and 
have derived algorithm design implications from their intuitive knowledge and personal strategies. To 
accomplish this, we have conducted a user study with 20 gynecologic physicians, wherein we presented 
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them with prototypes of several erroneous EMR patient visit notes, and asked them to detect incomplete, 
inconsistent, or incorrect information errors.  The error recall performance (<50%) of the participants 
indicated that the existing manual abilities are neither efficient nor guaranteed. However, an in-depth 
investigation of manual strategies helped us learn several lessons on error control algorithm design. The 
study helped reveal 5 kinds of triggers that help the physicians sense an error candidate. To identify the 
triggers, and to detect and resolve the specific errors, physicians rely on an implicit knowledge base of 
clinical guidelines, and gynecologic best practices. Such a knowledge base has been learned and 
accumulated through several years of field experience and medical school conditioning.  
In comparison to the manual expert strategies, the existing automated algorithms only scratch the 
surface of error control. In the future, we plan to leverage the findings from this study and design 
customized algorithms for gynecologic notes. In particular, we would build on the identified triggers, and 
design algorithms accordingly. To simulate the narrative information extraction, several NLP algorithms 
exist to extract drug, disease and specific clinical information from texts (Doğan et al., 2010; Li et al., 
2012; Névéol & Lu, 2010).  To simulate the physicians’ knowledge in the head, we intend to utilize, 
integrate, and organize several available trustworthy knowledge sources hosted by the US Government.  
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